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Russian meddling in the 2016 US elections and the Hillary Clinton campaign email breach

came as a surprise to many (with investigations underway as to who knew what and who was

involved). While the New York Times reported the Obama White House had warned the

Russians about “malicious cyber activity” and later had knowledge of campaign chairman John

Podesta’s Gmail hack, it decided to not publicly disclose that at the time for speci�c reasons.*

Two years later, alarms are again sounding about new threats from Russian bad actors

targeting US elections. On August 21, Microsoft announced its Digital Crimes Unit took

control of six phony web domains created to mimic US Senate and public policy sites.

With various levels of certainty, many in the security industry believe that Fancy Bear (aka,

APT28, Strontium, Pawn Storm, Sofacy Group, and Sednit) are associated with the 

Main Intelligence Directorate (GRU), the former Soviet Union military intelligence agency.

Fancy Bear has been attributed with a long list of targeted attacks against NATO-aligned

states, so it’s not surprising that Microsoft took swift action to help mitigate the risk posed

with the fake political websites.

Reported election-meddling activities, such as the bogus Microsoft domains, often exhibit

similar techniques, tactics, and procedures (TTP) that are important for cybersecurity pros to

understand. Let’s begin by reviewing TTP characteristics used in the prior US election hack.

Common TTPs of political cyber espionage
While there is no evidence that the fraudulent Microsoft domains were successfully used in

any attacks so far, what we do know with a high-degree of certainty is that the intention was

clear—and predictable: Trick targets into thinking they’re accessing a legitimate website and
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prompt them to log in. Steal their credentials with the goal of gaining access to their private

information, such as the DNC emails that were published by WikiLeaks.

The TTP used to deliver the malicious link can happen in a variety of ways:

• An attack relies on users clicking a malicious link, opening a malicious attachment, or
falling victim to a watering hole attack. In the Podesta attack, a spear phishing email was
sent to his aides, who accidentally �agged it as legitimate instead of illegitimate. It was a
simple typo that had major geopolitical consequences.

• Using endpoints with vulnerabilities, victims click on websites that infect their PC,
download malware, or even execute code.

• Then there are even more sophisticated approaches, such as hijacking DNS requests by
way of “man-in-the-middle” attacks. These can occur when victims access websites
through public wireless networks such as at hotels, co�ee shops, or conference locations
—often right where the hacker group is operating.

• They can also occur where a network that has been compromised is being used to farm
credentials. (See Darkhotel APT group and its speci�c TTPs for other attack surface
variations.)

Techniques for malicious email hacks are constantly changing. There are many ways to trick

users into clicking a malicious link, with strategies perpetually evolving. Hackers, organized

cybercrime groups, and criminal nation-state attackers rely on users not checking email

sender details or the exact web address (the URL) they’re visiting. The premise, “If it looks

normal, it probably is” doesn’t apply to cybersecurity, and it reinforces two concepts:

• You’re only as strong as your weakest link (which is usually your own network users).
• Credential theft is the biggest security concern facing organizations today.

Behavioral analytics offer the best strategy for stopping
cyber espionage attacks
Many organizations, equipped with legacy cybersecurity, compliance, and monitoring tools, are

unable to e�ectively respond and thwart such attacks. Their SOC team is bombarded by an

overwhelming number of alerts, which they can’t begin to e�ectively prioritize, never mind

handle. This is the bad news.

Traditional security analytics often deal with sophisticated security risks in unsophisticated

ways. Outmoded toolsets rely on previous knowledge of known attacks and create speci�c or

broad rules for detecting malicious activity. This often results in too little or too much alert

data that only serve to overburden analysts; security and threat investigation teams are unable

to e�ectively handle all the noise.

Even if organizations are able to respond to every security incident, they lack context

pertaining to an actual alert. Where did it come from? Who and what is implicated? What are

the artifacts or indicators of compromise (IOC) and, more importantly, what are the attack

TTPs? Furthermore, there is a critical need to understand who the a�ected users are, and

which credentials or identities are involved. What happened before, during, and after the

incident? What is the degree of risk? And what is the adversary’s intent?

If an attacker uses phishing to deliver malicious links, it likely comes from a new domain—and

it may appear legitimate. Looking beyond the initial attack vector for a moment, consider a

scenario where a user didn’t notice a minute URL di�erence and was tricked into visiting the

malicious website. Unfortunately, they revealed their credentials, so you can con�dently

assume the adversary is now using this to gain access to targeted resources.

Here is where many traditional security toolsets fall short. After successful login

authentication, often security functions fail to monitor subsequent activity of that user. Or, if
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they do, they’re only looking for speci�c threat events (e.g., malware delivery, identi�able

IOCs, C2/backdoor activity). What resource tie all the events together?

In such cases, traditional methods might never detect a threat. The authenticated user—

whoever they are—might only connect to legitimate internal or cloud-based resources, looking

at sensitive data or perhaps downloading intellectual property. They might also be

enumerating other network users and assets, their purpose being to gather intelligence so as

to enact further malicious activities to achieve their aims. 

 

 

Figure 1 – A phishing incident with attached timeline showing email and associated attachments as

evidence

And yet there is good news. Across all breaches there is always something that stands out as

abnormal in the attack chain.

If we monitor users, credentials, assets, and user behavior for abnormalities from both an

internal and external perspective, we can better thwart such attacks. By applying behavioral

analytics developed through machine learning and statistical modelling, we can rapidly and

e�ectively identify any attack vector—regardless if it has been previously seen or not.

In the previous scenario, behavioral analytics would have identi�ed the malicious domain

(from which the phishing email originated) as suspicious. This is because it’s the �rst time

that website has appeared and it isn’t linked to any previous peer activity within the

organization. As a result, a security incident would be created to mitigate the risk (Fig. 1). 



 

 

Figure 2 – Timeline shows anomalous behavior (e.g., lateral movements, abnormal 

database access) stitched together and presented as an incident

Only through behavioral analytics can you identify abnormal and malicious activity patterns of

authenticated users. For example, consider a bad actor accessing a CRM or database/data

repository during an anomalous time and from a new location, or using an asset that a

legitimate user wouldn’t ordinarily access (Fig. 2). Behavioral analytics let you rapidly identify

even the most subtle attributes of a sophisticated targeted attack and respond accordingly—

before your data is unleashed and creating havoc.

——————-

*The administration feared that acknowledging Russian meddling would reveal too much

about intelligence gathering and be interpreted as “taking sides” in the 2016 election,

according to the former Secretary of Homeland Security.
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Exabeam provides security intelligence and management solutions to help
organizations of any size protect their most valuable information.
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